HopmaLuMoHHaga namaTKa ans
oby4atomxca anga pasMmeLleHmna Ha
opmunanbHbiX IHTEpHET-pecypcax

C Kax/1pIM I'OZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS 0O0JIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, HHTEPHET HECET U MpoOeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e301acHo
HaXOJUTHCS B CETH.

KoMnbroTepHbie BUPYCBHI

KommnbroTepHsIil BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOIPAMM, OTJIHYUTEIbHON

0COOEHHOCTBIO KOTOpOﬁ SIBJIIETCS CIIOCOOHOCTH K Pa3MHOXKCHHUIO.

B AOIOJHCHHUEC K 9TOMY, BUPYCbI MOT'YT MOBPCANTH WJIW NOJTHOCTHIO YHUYTOXKHUTH BCC Ct)aﬁﬂbl u
JaHHBIC, IIOAKOHTPOJIbHBIC ITOJIB30BATCIII0, OT UMCHH KOTOPOI'O ObL1a 3aIlylicHa 3apa)KéHHaH
nporpamMma, a TakKKe rnoBpCANTb WJIN JAKE YHUYTOXKUTH OIICPALMOHHYIO CUCTEMY CO BCECMU

(baﬁHaMH B 11e1oM. B OOJIBIIIMHCTBE CJIy4aceB paclpOCTPaAHAOTCA BUPYChI UCPE3 UHTCPHCT.

MGTOI[I)I 3aIIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yit coBpeMeHHbIE ONEPAMOHHBIE CUCTEMBI, UMEIOLINE CePhE3HBIN YPOBEHb
3alIUTHI OT BPEAOHOCHBIX MPOTPaMM;

2. TlocrosiHHO ycTaHaBiIMBai mauTH (LU(PPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C [ENBIO JOPAaOOTKH MTPOrpaMMBbl) U IpYrHe OOHOBIICHHS CBOCH
oTepalnoHHOM cucteMbl. CkauuBail X TOJBKO ¢ OPUIIMANBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT pekiuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEpE TIO]] IPaBaMH IOJTb30BATENS, a HE aAMHUHUCTPATOPA. DTO
HE M03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NIEPCOHATBPHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE POTPaMMHBIE MPOTYKTHI H3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NYECKUN JOCTYN K KOMIBIOTEPY 11 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHUE HOCUTENN UHPOPMALIUK, TaKKe Kak (uIelika, JUCK Win (aiii u3

HHTCEPHETA, TOJBKO U3 IIPOBCPCHHBIX NCTOYHUKOB,



7. He oTkpbIBail KOMIIBIOTEpHBIE (aiibl, TOTYYEHHBIC U3 HEHAEKHBIX HCTOYHUKOB. J{axe
Te (paiisbl, KOTOpPBIE IPUCHIal TBOM 3HAKOMBIN. JIyulie yTouHH y HEro, OTIpasiIsy 11 OH

Tebe ux.

Ceru WI-FI

Wi-Fi - 510 He BHJI mepeiaun JaHHBIX, HE TEXHOJIOIHS, a BCEro JIUIIb Open, mapka. Emie B 1991
roJly HUJIEpJIaHICcKask KoMranus 3aperucrpuposaia opena «K WECA», uto o603Hayano

cnoBocouetanne «Wireless Fidelity», koTopslii mepeBoIuTCs Kak «0ecrpoBOAHAS TOYHOCTh.

Jlo Hamero BpeMeHH AoILIa Ipyras ab0peBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHIapT BHICIIUHN

3BYKOBOM TexHUKHM Hi-Fi, 9T0 B epeBoie 03HaYaeT «BBICOKAs TOYHOCTHY.

Ja, 6ecruiaTHbI MHTEPHET-I0CTYI B Kade, OTeNAX U a3poropTax ABJISETCS OTIIMYHON
BO3MOYKHOCTBIO BBIXOZIa B MHTEPHET. HO MHOTHE 3KCIIEPTHI CYMTAIOT, YTO 00IIe0CTyTHBIE Wi-

Fi cetu He sgBnsArOTCS 0€30IIaCHBIMU.

CoBeTsl 10 Oe30MacHOCTH paboTe B 00IIeA0CTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopMmaluio yepes odmmenoctynssie Wi-Fi cetu. Paboras
B HHX, JKEJIATEIIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTUHBI U KaKUEe-TO HOMEpa;

2. Vcnonp3yit 1 0OHOBIISAN aHTUBUPYCHBIE TPOrpaMMBbl U OpaHaMayep. TeM caMbIM Thl
obe3omacuib ce0s OT 3aKaukKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi oTkmoun ¢pyHkuuio «O0muit 1octyn K daitnam u
npuHTepamy. JlaHHas QYHKIHS 3aKpbITa IO YMOJTYaHUIO, OJJTHAKO HEKOTOPHIC
MOJIH30BATEIN aKTUBHPYIOT €€ I yA00CTBa UCIIOIB30BaHMS B pab0Te WK y4eoe;

4. He ucnonb3yit nyoanunsiii WI-FI 115 nepenaun TMYHBIX JaHHBIX, HATPUMED IS
BBIX0/Ia B COIIMAJILHBIE CETH WJIH B AJIIEKTPOHHYIO TIOYUTY;

5. Hmnons3yii Tonbko 3anmiiennoe coenunenue uepe3 HTTPS, a e HTTP, T.e. npu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone orkimoun pynkuio «logkmouenue k Wi-Fi aBromatudeckny.
He nomyckait aBToMaTn4eckoro nojAKI0YeHus ycTpoiicta k cetam Wi-Fi 6e3 TBoero

corjacus.



COIII/Ia.]'[]:HbIe CeTH

COI_[I/IaJIbHBIe CCTU aKTUBHO BXOJAT B HAIly )KU3Hb, MHOTHC JIFOAU pa60Ta10T H )KUBYT TaM
IHOCTOsAHHO, a4 B Facebook YKE 3apCruCTpUpOBaH MUJIJIMAPA YCIOBCK, YTO SABJIACTCA O,Z[HOI71

CEILMOU BCEX JKUTEIEH IIAHETEL.

MHorue 1moJIb30BaTean He IIOHHMMArOT, 4YTO I/IH(bOpMaI_II/IH, pasMEIICHHAasA UMW B COIMATIbHBIX
CCTAX, MOXCT OBITH HalijJiecHa M HUCII0Jb30BaHa KeM YroaHo, B TOM 4UCJIC HE 00s13aTEILHO C

OJlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuyb ciucok apy3ei. Y Te0s B ApYy3bsX HE JOIKHO ObITh CTy4ailHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminail cCBOIO YacCTHYIO Ku3Hb. He ykas3piBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U IPYTYIO JTUYHYIO HHPOPMAIUIO. 3TOYMBIIUICHHHKH MOTYT HCIIOIh30BaTh
Jake HH(OOPMAIIUIO O TOM, KaK Thl U TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYIIBI,

3. 3amminai CBOIO permyTaluio - AepKH €€ B YIUCTOTE U 3a/1aBail cebe BOIPOC: XOTeN OBl ThI,
4yTOOBI IPYTHE MOIH30BATETN BUJIEITH, UTO ThI 3arpykaemis? [logymaii, mpexe yem 4to-
TO OMyOJIMKOBATh, HAMTUCATH U 3aTPY3UTh;

4. Ecnu T TOBOPUIIH C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATbHOE UM 1
JIPYTYIO JTHYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObI U MPOYEE;

5. UzGerait pazmenienus portorpaduii B IHTEpHETE, T/I€ THI H300pa)KeH HA MECTHOCTH, 110
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOMOIOKECHHE;

6. Ilpu perucrparuu B COIUATBHON CETH HEOOXOIUMO HUCIIOJIB30BATh CIOXKHBIEC TTAPOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. JInst conuanbHOM CeTH, IOUYTHI U APYTUX CAUTOB HEOOXOAMMO MCTIOIB30BaTh pa3HbIE
naposi. Torga eciu Te0s1 B3JIOMAIOT, TO 3JTOYMBIIIUICHHUKH TTOJIYYaT JOCTYIT TOJIBKO K

OJTHOMY MECTY, a He BO BCE Cpa3y.

JJIeKTPOHHBbIE IeHbI'H

DJEeKTPOHHBIE JIEHBI'H — 3TO OYE€Hb yJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IMOJYYNUTH OTU ACHBI'U.



9JI€KTpOHHBI€ JACHBI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO M3-3a 3TOI'O BO MHOT'MX

rocygapCTBax g0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun ke oHu QyHKIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, TIe UX Pa3/IeistoT Ha
HECKOJIbKO BHJIOB — aHOHMMHbBIEC U HE aHOHUMHBbIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaeTcs MpOBOIUTH onepauu 0e3 HaeHTU()UKALUH 1T0JIb30BaTENs, a B

HCAaHOHHUMHBIX I/I,Z[CHTI/I(bI/IKaHI/II/I [I0JIb30BaTEN SIBIIETCSA 00A3aTENbHOMN.

Taxxe cinenyeT pa3nndarhb 31EKTPOHHbIE (PUaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)

H 3JICKTPOHHBIC He(bHaTHBIe ACHBI'1 (He PpaBHBI TOCYAapCTBECHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C SJICKTPOHHBIMHU JICHbI'aMU:

1. TlpuBsixu K cyeTy MOOMIBHBIN TenedoH. DTo caMblii yIOOHBIN B OBICTPHINA CIIOCO0
BOCCTaHOBUTH J1OCTYI K cueTy. [IpuBsa3anHblii TeneoH NOMOXET, eciu 3a0yAelb CBOI
TJIATEKHBIN [MAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. Hcnonp3yit ogqHopa3oBble napouu. [Tocne nepexoia Ha yCUIIEHHYIO aBTOpU3aLUIO Te0e
y’ke He OyZleT yrpoXkaTh OMAaCHOCTh KpakM MIIM TlepexBara IJIaTeXHOro napoJs;

3. Bribepu cnoxHbIi mapons. [IpecTynHukam OyJeT He POCTO yrajaTh CIOKHBINA Tapoib.
HanexxHble mapoiau — 3TO MapoJiv, KOTOPbIE COAEPkKAT HE MEHEE 8 3HAKOB U BKIIIOUAIOT
B ce0sl CTpOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPbI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIC HA CAalTax, KOTOPHIM HE JIOBEPSEIIIb.

DJIEKTPOHHAsI TOYTA

aﬂeKTpOHHaH mo4yTa — 3TO TEXHOJIOTUA U MPEAOCTABIIACMBIC €O YCIIYTH IO MEPECBUIKE U

MOJIYYCHHIO JJICKTPOHHBIX COOGHlCHHﬁ, KOTOPELIC pacCIIpCaACIIAIOTCA B KOMHBIOTCpHOfI CCTH.

OOBIYHO BHCKTpOHHLIﬁ MOYTOBBIN AIIUK BBHITJIAIUT CJICAYIOIUM O6p3.30M2

UMS_T0JIb30BaTEISI(@UMSL_JOMEHA.
Taxoke KpoMme nepesadn IpoCcTOro TeKCTa, UMEEeTCs BO3MOXKHOCTD IepeaBarh (aiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHON paboTe ¢ ITEKTPOHHOU MTOYTOM:



Hazo BeIOpaTh npaBUIBHBIN MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OecIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE JOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

He yka3piBaii B IMuHOM mouTe JTMUHYIO HHpopMmanuo. Hanpumep, iaydiie BoIOpaTh
«My3BIKaNbHBIN _(panaT@» mim «pok2013» BMecTo «remal3»;

Hcnonp3yi IBYX3TallHYH0 aBTOPU3aLUI0. DTO KOrAa IOMUMO MapoJis HY»KHO BBOIUTH
KO/I, TpUcChIIaeMbIi 110 SMS;

Bribepu ciioxxHbIH Taposib. [t KayKA0Tro MOYTOBOTO SIIHWKA JOJDKEH OBITh CBOM
HaJICKHBIM, yCTONYMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIb3YH ATY
BO3MO>KHOCTB;

Hcnonb3yil HECKOIBKO NIOYTOBBIX AMMKOB. [IepBbIi /ISl 4aCTHON NEPENMCKH C
azipecaTamMH, KOTOPBIM ThI IOBEPSICILb. JTO ANEKTPOHHBIN aJpec HE HaJl0 UCII0JIb30BATh
IpU perucTpanuu Ha Gopymax U cairax;

He otkpsbiBaii ¢aitsibl v Ipyrue BIOKEHUS B TUChMaX Jake €CJIM OHH MPUIILIN OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl;

[Tocne okoHYaHMs pabOTHI Ha TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKU C CAaliTOM

He 3a0y/b HaKaTh Ha «BBIATHY.

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KI/I6Cp6YJ'IJ'II/IHF — HIpCCIICAOBAHNC COO6H_ICHI/I$IMI/I, COACPpIKAIINUMU OCKOp6J'ICHI/I}I, arpeccuro,

3alMyTUBAHUE; XYJIMTaHCTBO, COLIMAJILHOC 60fIKOTHpOBaHHe C IMOMOLIBIO PA3JIMYHBIX UHTCPHET-

CCPBHUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KNOEPOYTUHIOM:

He 6pocatics B 00it. JIydmmii crmoco6: mocoBeTOBaThCS Kak ce0s1 BECTU U, €CJIH HET TOTO,
K KOMY MOXHO 00paTHUThCA, TO BHaYalle yCIIOKOUThCS. Eciu Thl HAUHEelb OTBEYATh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO eI1le O0IbIIe pa30KiKeTh KOHDIUKT;,
VYrpasnsii cBoel KuOeppenyTaluei;

AHOHUMHOCTDG B CETH MHHMa. CYH_ICCTBYIOT CHOCOGLI BBISICHHUTB, KTO CTOUT 3a

AHOHUMMHBIM aKKayHTOM;



4. He crout BecTH XyJIMTaHCKUI 00pa3 BUPTyanbHOH ku3Hu. HTepHET hukcupyer Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OYyAET KpailHe 3aTpyAHUTEIBHO;

5. Cobxromaii cBoi BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Wrnopupyil equauuHbli Heratus. O1HOPa30BbIe OCKOPOUTEIbHBIE COOOILIECHHS TyqIle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOLIEHUSIMU, B COLIMATIbHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIEHUH C ONPEAEICHHBIX a/IpECOB;

8. Ecmu 161 cBUAeTens knOepOyumHTa. TBOM IEHCTBHS: BEICTYIIUTH IPOTHB
IIPECIIEN0BATENs, I0KA3aTh €EMY, YTO €T0 IEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
HOJIEPKATh J)KEPTBY, KOTOPOU HYKHA IICUXOJIOTMUECKask TOMOLIb, COOOLIUTH B3POCIBIM

(6] (I)aKTe arpC€CCUBHOIO IMOBCACHUS B CCTHU.

MoOunbHbIi TesiedoH

CoBpeMenHbIe cMapT(HOHBI U ITAHIIETHI COJIEpKaT B ceOe BIOIHE B3POCIBbINA (PYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbloTepamMu. OJHaKO, CPECTB

3alllUThI OJI HO,[[O6H]':>IX YCTPOI\/’ICTB IIOKa O4YCHb Malio.

TCCTI/IpOBaHI/Ie " IMOUCK y;[3BPIMOCT€I>i B HUX NPOUCXOOAUT HE TaK HHTCHCUBHO, KaK IJIA HK, TO

’Ke caMoe KacaeTcsl 1 MOOMJIbHBIX HpHJ’IO)KGHHfI.

COBpeMeHHHe MOOHUIIEHBIC 6payzepbl YiKE MMPAKTUYCCKU NOTHAJINU HACTOJIbHBIC aHAJIOTU, OJHAKO

pacuupenue GyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

I[aJ'ICKO HC BCC IPOU3BOAUTECIIN BBIITYCKAIOT O6HOBHCHI/I$I, 3aKPbIBAOIIUC KPUTHYCCKUC

YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

1. Hwuuero He sBnsieTcs Mo-HacToOALIEMY OecriaTHBIM. Byab ocToposkeH, Benb Koraa tede
npeuiaratoT 6ecIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
yCIyru,

2. Jymaii, mpex/e 4eM otnpaButbh SMS, ¢poto niam Buaeo. Thl TOUYHO 3HACIIB, I71€ OHU
OyIyT B KOHEYHOM HUTOTE?

3. HeoOxoanmo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;



4. Hcnonb3yil aHTUBHPYCHBIE IPOTPAMMBI JJIsi MOOMIIBHBIX TEJIe()OHOB;

5. He 3arpyxaii IpUJIOKEHHUS OT HEU3BECTHOI'O HCTOYHUKA, BEIb OHU MOTYT COJICPXKATh
BPEIOHOCHOE MTPOTPaMMHOE 00eCIIeYeHHE;

6. Tlocie TOro Kak Thl BBIHCIIH C CaiiTa, T/IC BBOIWII JINYHYIO HHPOPMAIIHIO, 3ai/I1 B
HACTPOIKU Opay3epa u ynanu cookies;

7. Tleproanvecku MpoBepsii KaKKe IUIaTHbIC YCIyTH aKTHBHPOBAHbI HA TBOEM HOMEPE;

8. Jlamaii cBOIi HOMEp MOOHIILHOTO Tese()OHA TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb K KOMY
JIOBEPSICIIIb;

9. Bluetooth momkeH ObITH BHIKIIIOYEH, KOT/Ia Thl UM HE MOJb3Yyelbesi. He 3a0biBaii nHOT 18

IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI — 3TO KPaCOYHbIE, 3aXBAThIBAIOIIUE pa3BIeUCHUsI, 00bETUHSIIOIINE
COTHH ThICSY YEJIOBEK MO0 BceMy MuUpy. rpoku ucciieayroT JaHHbIH UM MUp, OOIIA0TCS IPYT C
JPYTOM, BBITTOJIHSIIOT 3a/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U TIOJYYalOT OIBIT. 3a Y0BOJIbCTBHE

OHU IIIATAT: IMOKYIIAOT AUCK, OIIJIaYUBArOT a0OHEMEHT HIIH an06peTa10T KaKuC-TO OIIIHH.

Bce 3t CpeAcTBa UAYT HA IOAACPKAHNEC U PAa3BUTUC UI'PHBI, 4 TAKIKC HA CaMy 0e30IMacCHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI dBTOPHU3allUH, BBIITYCKAKOTCA HOBBIC IMATYU (I_[I/I(l)pOBLIC 3aIjIaTKu

JUTSL IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOH06HBIX HUrpax CToOUT OornacaTrbCsa HE CTOJBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXHu TBOCTO

mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnm npyroii urpok BeneT cedst MI0X0 WK Co3/aeT TeOe HEMPHUIATHOCTH, 3a0J0KUPYH ero
B CITHCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE ITOT0 UTPOKA, JKEIATEIbHO

HNPUIIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BUJE CKPHUHOB;

He yka3biBaii muunyto nHpopMmaluio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeohuMaIbHbIE TATYA U MOJIBI;

o g &~ w

Hcrnons3yil CII0KHBIE U pPa3HbIE NIAPOJIH;



7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI urpaeus, TBOH

KOMITIBIOTEP MOTI'YT 3apa3uThb.

@OUuIMHT WIN Kpaka JUIHbIX JAHHBIX

OOBIYHOI KpaXkel IeHeT U IOKyMEHTOB CeTOTHS YK€ HUKOTO He YAUBHIIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0yMBIIUICHHUKH [IEPEMECTUIINCH B UHTEPHET, U MPOJOJIKAIOT

3aHUMAThCS «JTIOOMMBIMY) JACIIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHHYECTBA WK (DUILIKHT, TJIaBHAS 1IE]Ib KOTOPOTO
COCTOMT B IOJTYYCHUH KOH(UICHIINATLHBIX JAHHBIX MTOJIb30BaTEJICH — JIOTHHOB | MapoJeil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pummHr (ot fishing — peiOHas joBms, password —

MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ GUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiv ThI 1T0/103peBaeliib, 4YTO TBOSI aHKETa Obljla B3JIOMaHa,
TO HE00XO0AUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MO3KHO CKOpee;

2. Hcnonb3yit 6e3onacHble BeO-caiiThl, B TOM YHCJIE, UHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM;

3. Hcnomnb3yii ciioxHble U pa3Hble Tapoiu. Takum o0pa3oM, eciii Te0si B3IOMAaroT, TO
3JI0YMBIIIJICHHUKH [TOJTy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO
BCEM;

4. Ecnu Te0s B30MaNIN, TO HEOOXOUMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
n00aBJIeHbl y TEOS B IPY3bX, O TOM, YTO T€OS B3JIOMaIH U, BO3MOKHO, OT TBOETO UMEHU
OyzeT pacchUIaThCs CllaM M CChUIKU Ha (DUIIIMHTOBBIE CAMTHI,

5. VYcranosu HanexHbd naposb (PIN) Ha MoOGMIbHBIN TenedoH;

6. OTkiIrOuM COXpaHEeHWe apoJis B Opaysepe;

7. He oTkpbiBail (aiiiasl 1 qpyrue BIOKEHHS B MMChbMAaXx J1aXe €CJIM OHU MPUIILIH OT TBOMX

npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JTM OHU TeOe 3TH (ailiibl;

Hudposas penyranus



[udposas pemyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Kommpomerupytommas nadopmanus pa3MemieHHasi B HHTEPHETE MOXKET CEPbEe3HBIM 00pa3oM

OTPa3UThCS HA TBOCH PEAIbHOM KU3HU.

«udposas pernyrauus» - 370 TBOH UMUK, KOTOPbIH hopMupyetcs u3 uHbopmaiuu o Tede B

UHTEpHETE.

TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH XapaKTepa

pacCcKasbl O OIM3KHUX — BCE 3TO HAKAIJIMBACTCSA B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K ITYOJIUKAIIMH JTHNYHOW HHPOPMAIIIH B
HuTepHeTe, He MOHMMAst BO3MOXKHBIX MOCIENCTBUM. ThI 1a)ke He CMOKEIb 10raJaThCsl O TOM,

yto dotorpadus, pa3melieHHas 5 JeT Ha3all, cTajla MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pazmerienie TBOUxX Gororpaduit u apyrue JeicTBUsS MOTYT HE HCUE3HYTh JaKe
1I0CJI€ TOT0, KaK Thl UX yJaJIulIb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY MHPOPMAIIHIO, T0NaIa JIU
OHa B TIOMCKOBBIE CUCTEMBI U COXPAHMIIACh JIU OHA, a TJIaBHOE: YTO MOIYMAIOT O TeOe
OKpY’Kalolllee JII0/I1, KOTOpble HAWAYT U yBUIAT 3T0. Hailtn nHpopMalnio MHOTO JIeT crycTs
CMOJKeET JIF000i — Kak U3 10OpBIX MOOYXACHUM, TaK U C HAMEPEHUEM NIPUUYUHUTD Bpel. ITO

MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON penyTauu:

1. Tomymaii, mpex/ie 4yeMm 4To-To MyOJIMKOBATh U MepeaaBaTh y ce0s B 6Jore Win B
COIIMAILHOM CETH;

2. B nHacrpoiikax mpoduis yCTaHOBH OTPaHUYEHUS HA TIPOCMOTP TBOETO MPOUIIs U €ro
COAEPKUMOTO, CIETIal €ro TOJIBKO IS IPY3Eh»;

3. He pa3memnaiil u He yka3biBail HH(pOpPMAIIHIO, KOTOPAs MOKET KOTO-IM00 OCKOPOISITh UITH

00MXaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKU— aKTUBHBIE TT0JIH30BATENN IIU(PPOBOro nmpoctpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOTo Mupa TpedyeT

cOOJTIOICHMSI TIPAB HA MHTEIVICKTYAIbHYIO COOCTBEHHOCTb.



TepMHUH «MHTEIJIEKTYalbHasi COOCTBEHHOCTB)» OTHOCHTCS K Pa3IMYHBIM TBOPCHUAM
YEJOBEYECKOr0 yMa, HAYMHAsl C HOBBIX M300pETEeHHH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBAast KHUTaMH, poTorpadusiMu, KHHOPHUIbMaMH U

MY3bIKaJIbHBIMU ITPOU3BCACHUAMU.

ABTOpCKHE MpaBa — 3TO MPaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTDh Ha MPOU3BECHHUS HAYKH,

JUTEepaTyphl U UCKYCCTBA.

ABTOpCKHE MpaBa BBHICTYNAIOT B KAYECTBE TAPAHTUH TOTO, YTO HHTEIICKTYAJIbHBINA/TBOPYECKHUIA
TPYA aBTOpa He Oy/eT HallpacHbIM, 1aCT EMY CIIpaBeIMBbIE BO3MOKHOCTH 3apaboTaTh Ha

pe3yabpTaTax CBOETO Tpya, MOJYyYUTh U3BECTHOCTH U MPU3HAHUE.

Huxkro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOM3BOAUTH €T0 IPOU3BEACHUE, paCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBATh, UMIOPTUPOBATH, IIYCKaTh B IPOKAT, IyOIMYHO

HUCIIOJIHATH, MMOKAa3bIBaTh/UCIIOIHATE B 3(1)I/Ipe HJIK pasMClIaThb B I/IHTepHeTe.

Hcrnonp3oBaHNne «ITUPATCKOTO» MPOTPAMMHOTO 00ECIICYSHHSI MOKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM 710 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T1ie
YCTaHOBJICHHBIN HE JierajibHas mporpamMma. He ctouT Takke 3a0bIBaTh, YTO CYIIECTBYET

nerajgbHbIe U OECIIaTHBIE MPOTPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.
O nopraJjie

CeteBU4OK.p(p) — TBOM TJIABHBIA COBETYHK B CETU. 3/1ECH Tl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CETH TIOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBEHUN KPUTUYECKON CUTyaITHH
00paTHThCS 32 COBETOM. A TaKkke MPUHATH Y4acTHe B KOHKYpCax M CTaTh CAMbIM ITU(POBBIM

rpakTaHUHOM!



